
The EY Cyber Response
to the Coronavirus Outbreak
Strengthening operational resilience
and security during the COVID-19
crisis

The spread of the coronavirus could impact more than five million businesses worldwide1 and the
most severely affected countries represent nearly 40 percent of the global economy2.

Furthermore, a rapid transition to remote working arrangements is exerting pressure on security teams to
quickly understand and address a wave of potential security risks.

Phishing, malicious websites and compromised
business emails
► Cybercriminals exploiting interest in the global

epidemic in order to carry out malicious activities
through spam campaigns pertaining to the
coronavirus outbreak

Extortion, information theft and brand damage
► May target organizations perceived to be under

pandemic-related pressure

► Actions or statements considered inappropriate as a
potential trigger for “hacktivism” and insider threats

Business disruptions from attacks
► Coronavirus-themed ransomware that can encrypt a

computer’s hard drive and enable hackers to extort
payments in return for unlocking the computer

Dispersion of activities and processes formerly
conducted in the office

► Change in network baseline:

► Remotely performed high-privilege actions could
trigger alarms

► All traffic will appear irregular until the new
baseline is established

► Increased workload placed on the Help Desk and IT

Enterprises across all sectors are confronted with an evolving landscape of cyber
threats resulting from the impact of the pandemic.

Recent cyber threats and attacks

79% of board members admit
that their organizations are ill-prepared
to deal with a crisis. 3

“

Czech hospital hit by cyberattack in
the midst of the COVID-19 outbreak

ZDNet

Coronavirus Scam Alert: Watch Out For
These Risky COVID-19 Websites And Emails

Forbes

Coronavirus-themed domains 50% more
likely to be malicious than other domains

CheckPoint

Attacks containing bait documents by
criminals pretending to be the Ukrainian

Ministry of Public Health or
Center for Public Health

RedDrip Team

Source 1: CNBC, 4 February 2020; Source 2: McKinsey; Source 3: Global Risk Survey 2020

Czech hospital hit by cyberattack while in the midst of a COVID-19 outbreak
https://www.forbes.com/sites/thomasbrewster/2020/03/12/coronavirus-scam-alert-watch-out-for-these-risky-covid-19-websites-and-emails/#7466dcca1099
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://twitter.com/RedDrip7/status/1230683740508000256?s=20
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1. Consistently adhere to company policies.
► Observe all policies, guidelines and rules concerning access to the company network outside the office. Make sure to

report any suspicious behavior to the Support function and observe basic standards such as maintaining up-to-date
operating systems, antivirus and antimalware software and ensuring regular virus scanning, etc.

2. Do not allow family members to use your work devices.
► Treat your laptop, mobile device and sensitive data as if you were in the office.
3. Use a company-approved storage solution.
► Make sure to store all of your work data in a secure location that is approved by and accessible to your company.
4. Only use company-approved devices and consult your IT department if you wish to use a personal device to

connect to corporate networks.
► If connecting through your home Wi-Fi, ensure that the Wi-Fi network has a strong password. Avoid using public or

unsecured networks.
► If the use of a personal device is required in an exceptional case, please take every possible precaution such as

updating operating systems, antivirus software, Wi-Fi router, etc.
5. Be mindful of your online hygiene.
► Be wary of clicking on suspicious links especially if related to coronavirus, keeping in mind that attackers are

exploiting this fear in order to more easily entice victims to click on links that would otherwise be seen as suspicious.

Your EY Team

Set up multi-factor authentication (MFA) on all
VPN connections to increase security. If MFA is
not set up, require employees working remotely to
use strong passwords.

Ensure that IT security personnel test VPN
limitations to prepare for massively increased
usage and if possible carry out modifications such
as rate limiting in order to afford priority to users
requiring larger bandwidths.

Whitelisting and flagging of external emails.
Furthermore, inform employees about an
anticipated increase in phishing attempts with
coronavirus-related topics and ask them to refrain
from clicking on suspicious links from unfamiliar
sources.
Web and email protection via web filtering
technologies aimed at preventing employees from
visiting malicious websites. Establish email filtering
rules to block spam and phishing emails. Hospitals
and other institutions with critical infrastructures
must observe these guidelines more strictly and
should consider whitelisting.Closely monitor privileged access by optimizing the

behavioral analytics tools designed to detect
suspicious activity for admins and those who have
access to critical data.

Increase emergency management capacities by
reallocating resources. Check if your backup is
working and test your failover capabilities. The
Help Desk should also be prepared to handle an
increased number of events and should be able to
apply the procedure to categorize those events.

Security Information and Event Management
(SIEM) systems should be adapted in order to
strengthen the log monitoring rules covering the
triggering of alerts. Security Operation Center
(SOC) and monitoring teams should be available to
manage the increased number of alerts, to sort
them by risk based on a robust process and to
detect false positives from suspicious real events.
Consider increasing headcount for these purposes.

Limit administrator access and activities to those
that are absolutely necessary. Administrative
activities should also be more effectively monitored
and verified (by applying the principle of dual
control, etc.).

Increase your Endpoint monitoring protection

Prepare for the worst, review internal crisis management and incident response capabilities as well as the
availability of your providers. Considering expanding your provider landscape.

What messages should be communicated to your employees?

Pay better attention to the following remote
access cybersecurity tasks: log review, attack
detection, and incident response and recovery.

Update VPNs, network infrastructure devices and
devices being used to remotely connect to work
environments with the latest software patches and
security configurations.
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The following actions can be taken to help protect your organization in this
rapidly changing environment in light of the recent cyber threats.


